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Abstract. In order to solve the problem of network resources contention
on the virtualization environment. This paper presents a queuing based
I/O scheduling method. Our proposed method uses a queuing system to
control the I/O bandwidth and provide QoS guarantee for each virtual
machine(VM). The proposed techniques are implemented on the xen
virtual machine monitor (VMM).
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1

Introduction

Since multiple VMs share the same network interface card (NIC). The I/O operation of one virtual machine is aﬀected by others. The quality of service (QoS)
of the network is hardly guaranteed. How to guarantee the QoS of network I/O
has been a key issue. In order to guarantee QoS of network I/O, some techniques
have been proposed to provide QoS guarantee for VMs. The virtualization technology, such as xen [1], provides I/O network bandwidth limiting strategy to
guarantee I/O bandwidth of each VM. Building separated virtual router for
VMs [2, 3] or limiting the network I/O rate or time of VMs [4–6] are both used
to guarantee the QoS of network. However, the limiting strategy is static allocate. The I/O network bandwidth cannot be adjusted dynamically. The I/O
network bandwidth utilization is low. Firstly, some applications, such as big data
processing using parallel computing method, are not always use network I/O.
When these applications are not communicates with each other, the network
bandwidth will be wasted. Secondly, diverse applications inside VMs may have
diﬀerent network requirements. Unpredictable I/O workloads worsen the semantic gap between bandwidth allocation and I/O requirement of VMs [7], leading
to ineﬃcient I/O bandwidth allocation and low bandwidth utilization. Thirdly,
the I/O bandwidth cannot be reallocated when we create new VMs or destroy
old VMs.
This paper presents a queuing based I/O scheduling method. I/O requests
of applications running on VMs are considered as guest and network driver is
considered as server system. VMs are allocated a certain number of network
credits periodically. VMs will consume the network credits when they execute
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I/O operation and they cannot execute I/O operation when network credits
reduce to zero. Queuing rules are established according to network credits and
workloads of VMs. the I/O workloads are predicted through network credits
information including allocated credits, consumed credits and remained credits.
The proposed techniques are evaluated for various workloads in terms of
guaranteeing QoS of the network. We demonstrate that QoS of VMs can be
guaranteed when multiple VMs share the same physical network. In addition,
we show that the unused bandwidth of the VM can lend to VMs which need
more bandwidth.
The remainder of this paper is organized as follows: The problem is presented in section 2. Section 3 presents our queuing based I/O scheduling strategy.
Section 4 shows the experimental results. Finally, section 5 summarizes our conclusions.

2

Problem Description

The queuing based I/O scheduling is the problem of providing QoS guarantee
for VMs. queuing based I/O scheduling guarantees that each DomU can use its
allocated I/O bandwidth. Meanwhile, when the DomUs network is idle, it can
lend its network bandwidth to those VMs which need more network bandwidth.
The I/O bandwidth is converted into network credits in our queuing based
I/O scheduling. Network credits are periodically allocated to VMs. when VMs
perform I/O operation, they will consume network credits. The VM cannot perform I/O operation when the credits of the VM are no more than zero unless it
gets network credits again.
Definition 1. We define the total credits in each scheduling period are B × △T ,
and we define the allocated network credits of the V Mi in each scheduling period
are Biapl × △T .
Definition 2. Let s be the size of data sent by the V Mi , we define the consumed
network credits of the V Mi are s.
The goal of our queuing based I/O scheduling is to providing QoS guarantee
of I/O bandwidth for VMs. Meanwhile, the I/O requirements of VMs are different, and the I/O requirements of the VM may vary. The goal of our queuing
based I/O scheduling also should be ﬂexible. It should schedule I/O according
to VMs requirements.
Table 1 gives the list of symbols we use in this paper along with their meaning.

3

The queuing based I/O scheduling

We consider I/O requests of VMs as customer. Customers can be single or batches arrive. Network I/O is controlled by queuing rules.
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Table 1. Description of notation
Notation
N
∆t
Bi (∆t)
∆T
Cirem (ti )
Cialc (ti )
Cireq (ti )
si
C b (ti )
C l (ti )
idle
Btotal
(ti )

Meaning
The number of VMs.
The time intervals.
The consumed bandwidth credits in the time interval ∆t.
The scheduling period.
The remained network credits of the V Mi in the i − th scheduling period.
The allocated network credits of the V Mi in the i − th scheduling period.
The needed network credits of the V Mi in the i − th scheduling period.
The I/O resources status of the V Mi .
The total network credits that VMs request borrow in the (i+1)th scheduling period.
The total network credits that VMs request lend in the (i+1)th scheduling period.
The total idle network credits in the i − th scheduling period.

Definition 3. If the network credits of the VM not more than zero, the customer
from the VM is not allowed to queue. Or else, if the network credits of the VM
more than zero, the customer from the VM is allowed to queue.
Customers are served by the BE. The serving time is related to the size of
the data. The larger the data is. The long the serving time is.
Considering the above situations, the QoS of the network I/O is related to
the network credits. The QoS of the network I/O can be controlled by network
credits.In general, the queuing based I/O scheduling consists of two phases: (1)
predicting future I/O resources requirements, in which the running I/O information of VMs is collected. The future I/O resources requirements of VMs can
be predicted based on the collected information. (2) I/O scheduling phase, in
which the scheduling of I/O resources is done.
3.1

Predicting future I/O resources requirements

We ﬁrst give the deﬁnition of network credits.
Definition 4. Let d is the bandwidth or the size of data consumed by the V Mi
in a scheduling period. We define the bandwidth or the consumed network credits
of the V Mi in the scheduling period are d.
The queuing base I/O scheduling periodically collects the running I/O information, including the allocated network credits, the remained network credits
and the consumed credits. Based on these collected information, the I/O resources requirements of VMs in the next scheduling period can be predicted.
(1) if Cirem (ti ) ≤ 0, the allocated network credits of the V Mi are consumed
completely. Let tcon is the time of these allocated network credits are consumed
completely. The needed network credits of the V Mi in the next scheduling period
can be calculated as follows..
Cireq (ti+1 ) =
32

Cialc (ti ) × ∆t
tcon

(1)
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(2) if Cirem (ti ) > 0, the allocated network credits are not consumed completely, which means that there are surplus network credits in the V Mi . These
surplus network credits can be lent to VMs which need more network credits.
The needed network credits of the V Mi in the next scheduling period can be
calculated as follows.
Cireq (ti+1 ) = Cialc (ti ) − Cirem (ti )
3.2

(2)

I/O Scheduling Phase

This subsection presents our I/O resouces scheduling strategy.
Definition 5. We define the I/O resources status si of the V Mi is 1, when
Cireq (ti+1 ) > Cialc (ti ). We define the I/O resources status si of the V Mi is 0,
.
when Cireq (ti+1 ) = Cialc (ti ). We define the scheduling status si of the V Mi is -1,
req
when Ci (ti+1 ) < Cialc (ti ).
After the I/O resouces statuses of VMs are deﬁned, we can then calculate
the following two total value.
C b (ti ) =

N
∑

(Cireq (ti+1 ) − Cialc (ti ))

(3)

(Cialc (ti ) − Cireq (ti+1 ))

(4)

i=1,si =1

C l (ti ) =

N
∑
i=1,si =−1

Thus, the I/O resources scheduling can be divided into three conditions:
if C b (ti ) ≤ C l (ti ),the allocated network credits of VMs which si is 1 can be
calculated as follows.
Cialc (ti+1 ) = Cireq (ti+1 )
(5)
the allocated network credits of VMs which si is 0 can be calculated as follows.
Cialc (ti+1 ) = Cialc (ti

(6)

the allocated network credits of VMs which si is -1 can be calculated as follows.
(C l (ti+1 ) − C b (ti+1 ))
Cialc (ti+1 ) = Cireq (ti+1 ) + ∑N
× Biapl (ti )
apl
B
(t
)
i
i=1,si =−1 i

(7)

.
if C b (ti ) = C l (ti ),the allocated network credits of all VMs in the next scheduling period can be calculated using Eq.(7).
if C b (ti ) > C l (ti ),the allocated network credits of VMs which si is 1 can be
calculated as follows.
Cialc (ti+1 ) = Cireq (ti+1 ) +

(Cireq (ti+1 − Cialc (ti )
idle
× Btotal
(ti )
C b (ti )

(8)

the allocated network credits of VMs which si is -1 or 0 can be calculated by
equation (6).
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5

Performance Evaluation

We have implemented the queuing based scheduling algorithm in the xen 4.1.2
hypervisor. In this section, we compare the performance of the queuing based
scheduling algorithm (QBS xen) with original xen scheduling (Orgi xen).Two
computers were used to evaluate the QBS scheduler. One was a dual-socket and
quad-core Inter Xeon CPU running at 2.40GHZ, 32 GB of RAM (PM1). The
operation system is running the 64-bit version of Ubuntu 12.04. This one was
acted as host machine and was running xen 4.1.2. The system is conﬁgured
with one to multiple DomUs and one Dom0. The DomUs and Dom0 are both
conﬁgured with 1G memory and a single virtual CPU. The operating system
of Dom0 and DomUs are the same as the host machine. Another is an Intel
dual-core CPU running at 2.93GHZ, 2G of RAM (PM2). The operating system
is ubuntu 12.04. This one is used as server during the experiment described
below.The httperf[8] is used in our experiments. In the httperf benchmarks, all
DomUs send http requests to PM2.
We concurrently run three DomUs with the same bandwidth. Fig.1 shows
the actual throughput of three DomUs on the machine PM1. Fig.1 (a) shows
the throughput of three DomUs in the orginal xen scheduling. When three DomUs sending I/O request in the same time, they will inﬂuence each other. The
throughput of three DomUs is diﬀerent, and the diﬀerence of DomUs network
can even reach 50%. The QoS of the DomU can hardly be guaranteed. Fig.1
(b) shows the throughput of three DomUs in the queuing based I/O scheduling.
The throughput of three DomUs is almost the same, which is caused by limiting
network credits for each DomU.
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Fig. 1. the performance comparison between Orgi Xen scheduling and QBS Xen.

4.1

Conclusions

In this paper, we have proposed the queuing based I/O scheduling for guaranteeing the QoS of network I/O. Network bandwidth is converted into network
34
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credits. The network I/O scheduling is converted into increased or decreased
network credits. The queuing based I/O scheduling is a periodical scheduling
algorithm. With each periodical round, the I/O resources requirements are diagnosed based on the collected I/O information. Then, VMs are divided into three
statuses according to I/O resources requirements and their run information. The
queuing based I/O scheduling periodically schedule I/O resources according to
VMs status. Our proposed algorithms have been implemented on the xen hypervisor 4.1.2.
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