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Abstract. The key sequence generation method in symmetric key
cryptosystems is a very important problem. The shrinking generator is a binary
sequence generator composed by two LFSRs: one register produces a sequence
and the other is a control register to decimate the sequence.
The linear complexity ( LC ) of the shrunken sequence generated by this
generator is 2L1 2 L2  LC  2L1 1 L2 , where L1 and L2 are the lengths of
the registers. Since the characteristic polynomial of the shrunken sequence is of
the form { f ( x)}k (k  ) , it can be modeled as a linear CA.

In this paper, we synthesize 90/150 CA corresponding to { f ( x)}k
using linear rule blocks and analyze the properties of those CA.
Keywords: Cellular Automata, Characteristic Polynomial, Inverse Symmetric
Transition Rule, Linear Rule Blocks, Key Sequence, Shrinking Generator.

1

Introduction

CA has a simple, regular, modular and cascadable structure with logical neighborhood
interconnection. The simple structure of CA with logical interconnections is ideally
suited for hardware implementation [1]. The characteristics of these CAs are suitable
for key sequence generators in symmetric key cryptosystems. For this reason, many
researchers have proposed methods to synthesize CA suitable for cryptography etc.
Cho et al. proposed efficient methods of synthesis of 90/150 maximal-length CA [2].
Sabater et al. [3] proposed classes of cryptographic interleaved sequences generated
by linear 90/150 CA obtained by concatenating the basic automata.
The LC of the shrunken sequence generated by this generator is
L1 2
2 L2  LC  2L1 1 L2 , where L1 and L2 are the lengths of the registers. Since the
characteristic polynomial of the shrunken sequence is of the form { f ( x)}k (k  ) , it
can be modeled as a linear CA. Sabater et al. [3] synthesized a 90/150 CA with a
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characteristic polynomial { f ( x)}2 (a  ) by shrinking generator. However, in
order to model various shrunken sequence generators, it is necessary to focus on the
problem of synthesizing 90/150 CA corresponding to { f ( x)}k .
In this paper, to solve this problem, we synthesize 90/150 CA with linear rule blocks
and analyze the properties of those 90/150 CA.

2

90/150 CA Preliminaries

Hereafter we use 90/150 CA. Since 90/150 CA is a linear CA, it can be represented as
a matrix referred to as the state transition matrix over the finite field GF(2). An n cell 90/150 CA is characterized by an n  n state transition matrix. The state
transition matrix Tn is constructed as
 a1 1

 1 a2
Tn   0 1


0 0


0
1
a3
0







1 an 
0
0
0

0
0
0

, where ai  0 (resp. 1) if cell i uses rule 90 (resp. 150). We briefly represent Tn as
 a1, a2 , , an  .
Cho et al. [2] proposed a new efficient method for the synthesis of one-dimensional
90/150 linear hybrid group CA for any CA-polynomial as well as irreducible
polynomial. This method is efficient and suitable for all practical applications. Sabater
et al. [3] and Cho et al. [4] proposed a method of constructing a linear 90/150 CA
with characteristic polynomial f ( x)2 by concatenating the basic automata whose
characteristic polynomial is f ( x ) which is irreducible.

3

90/150 CA using Linear Rule Blocks

The characteristic polynomial n of an n -cell 90/150 CA satisfies the following
recurrence relation [5]:

n  ( x  an )n1  n2
where 1  x  a1, 0  1 .
For the state transition matrix Tn  a1, a2 , , an  of an n -cell 90/150 CA,
*
Tn  an , , a2 , a1  is called the symmetric transition rule of Tn [6], and
Tn*  an ,

, a2 , a1  is called the inverse symmetric transition rule of Tn [7].
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n  Cn ( x) is the characteristic polynomial of Tn and *n

If

is the

characteristic polynomial of Tn* , then *n  Cn ( x  1) . Now we investigate the
properties about concatenation of the 90/150 CA using the inverse symmetric
transition rule blocks.
Theorem 1. Let Tn be the state transition matrix of an n -cell 90/150 CA. Then the
characteristic polynomial V2n ( x) of  Tn Tn*  is V2 n ( x)  n *n  n1 *n1 .

* ( x) and n1 ( x 1)
* ( x) , V2n ( x)
V ( x 1) in
Since n ( x 1)  n
 n1
 2n
n
Theorem 1. Let F ( x)  x2  x  1 . Then the degree of every irreducible factor of
F ( x ) over GF(2) divides 2n [8]. Since F ( x  1)  F ( x) , every irreducible factor of
F ( x ) is one of

V2n ( x) .

For example, for x2  x  1  ( x8  x6  x5  x3  1)( x8  x6  x5  x4  x3  x  1) ,
90/150 CA corresponding to x8  x6  x5  x3  1 is <00001111> and 90/150 CA
corresponding to x8  x6  x5  x 4  x3  x  1 is <00110011>.
We extend the transition rules by the 2-cell CA  d1, d2  as follows.
4

Theorem 2. Let Tn be the state transition matrix of an n -cell 90/150 CA. Then the
characteristic polynomial V2n2 ( x) of  Tn , d1 , d2 , Tn*  is

V2n 2 ( x)  D2  n *n  ( x  d1 ) n *n1   n1 *n1 d2
, where D2 is the characteristic polynomial of the 2-cell 90/150 CA  d1, d2  and
l

 *n1 d2
l

is the characteristic polynomial of rule vector  d2 , an ,

, a2 , a1  .

Choi et al. proposed 90/150 CA of synthesizing method corresponding to
{ f ( x)}2m using symmetric rule [6]. Using symmetric transition rule blocks and
inverse symmetric transition rule blocks of basic 90/150 CA, we propose synthesis
method of 90/150 CA corresponding to { f ( x)}k (k  2m) such that f ( x  1)  f ( x)
with an example.
For example, assume that R30 is a rule of 90/150 CA corresponding to

( x6  x5  x3  x2 1)5 . We use the rule R30 to synthesize 90/150 CA corresponding
to ( x6  x5  x3  x2 1)40 . Fig. 1 shows the process of synthesizing 90/150 CA
corresponding to ( x6  x5  x3  x2 1)40 using the method proposed by [6] and
Theorem 1.
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Conclusion

In this paper, we proposed synthesis method of 90/150 CA corresponding to { f ( x)}k
to model shrunken sequence generator as CA. We gave the synthesis method of the
90/150 CA with the inverse symmetric transition rule and analyzed the characteristic
polynomial of the CA. For a given transition rule, a 90/150 CA corresponding to
{ f ( x)}k was synthesized using symmetric transition rule blocks and inverse
symmetric transition rule blocks.

Fig. 1. The process of synthesizing 90/150 CA corresponding to ( x6  x5  x3  x2 1)40 .
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