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Abstract. Faceless verification systems with improved security performance,
including face or fingerprint verification, are recently being required.
Fingerprint verification is a suitable method in a faceless environment.
However, the commonly used Minutiae-based fingerprint verification shows a
drop in the performance of fingerprint verification, due to the decreased number
of minutiae, when the number of acquired images is small. Especially since the
values around the threshold of similarity are similar in the genuine and imposter,
many errors could occur here. A hybrid-based verification method that uses two
or more fingerprint matching methods can address these problems better.
Therefore, this paper has conducted the binary-image-based fingerprint
verification in the partial band around the threshold. From the results of the
experiment, it can be seen that the Equal Error Rate(EER) was improved by a
total of 42%, from 3.01% to 1.73%, by reducing the False Match Rate(FMR) in
the partial band area around the threshold.
Keywords: Biometrics, fingerprint verification, hybrid fingerprint verification

1

Introduction

Mobile devices such as computer, smart phones, PDAs, and mobile phones are
providing a wide range of applications and conveniences to users. Communication
activities via mobile devices are increasing. Accordingly, individual activities and
financial information can be known by analyzing the mobile device information of an
individual. With the increase in the number of activities for which mobile devices are
used, the loss or hacking of such devices is resulting in much more mental and
financial damage than before. Thus, mobile device security and privacy protection are
*
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the most important issues for mobile devices, which have become very closely related
to human life. The traditional authentication system of using password and Personal
Identification Number(PIN) holds the problem of forgetting and misuse. Especially
when the false-matching was successful in the verification with the information
illegally acquired, this may raise a security problem. The biometrics draws a lot of
attention as a method appropriate to solve these problems. The biometrics can be
owned only by oneself and has no risk of forgetting or loss[1]-[2].
The fingerprint verification is the most widely used method of various biometrics.
The Minutiae-based Fingerprint Verification(MFV) is generally used as the
fingerprint verification method. Recently as the fingerprint verification system is
miniaturized, the size of fingerprint scan sensor has become small and hence, the
acquired size of fingerprint got smaller as well. Accordingly, this can raise the
problem that the number of extracted minutiae and region with two fingerprints
overlapped may not be sufficient from the fingerprint image acquired, hence reducing
the verification performance. The methods that have been proposed to solve these
problems[3]-[4]
In this paper, Hybrid-based Fingerprint Verification(HFV), which is based on
MFV and uses, to a l imited degree, the Binary-image-based Fingerprint
Verification(BFV), was proposed to improve the fingerprint verification performance.
Simultaneously using MFV and BFV for each verification process will improve
security, but the resulting increase in the computing power will reduce the
convenience of the user’s fingerprint verification. Therefore, BFV was used to a
limited extent to ensure security while addressing the problem of the user’s long
verification time. Since the value around the threshold of similarity are similar to
those of genuine and imposter, the overall fingerprint verification performance could
be reduced. This paper proposes the HFV that uses the BFV in the band around the
threshold of minutiae similarity. According to the result of experiment, we could see
that the False Match Rate(FMR) was reduced by 89% from 2.77% of the MFV to
0.28% of the proposed method. Also, we could check that the Equal Error Rate(EER)
of fingerprint verification was improved as well from 3.01% to 1.73%.

2

2.1

Proposed Hybrid Fingerprint Verification using Partial Band

Hybrid Fingerprint Verification System

In this paper, the conventional MFV and the BFV were combined to improve the
fingerprint verification performance. The HFV combines two or more supplemental
verification methods. In this paper, the conventional MFV and BFV were used. The
hybrid-based verification method that uses both the MFV and BFV methods are
described as follows. Let ω 1 , ω 2 ,···, ω n represent the n us ers enrolled in the
database. Minutiae(M), which is extracted from the input fingerprint image using the
minutiae extraction module, is inputted into the matching module of the first system.
The result of the first system is S(ω i | M), wherein S(ω i | M) is the similarity of the
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minutiae of the input fingerprint(M) to ωi. In the second system, matching is
conducted using the additional information on the fingerprints. In this paper, the
binary image of fingerprint(B) was used as the additional fingerprint information. The
user is verified using the result of the first and second systems, S(ω i | M, B). Unlike
the conventional verification method that involves only one piece of information and
one verification process, the hybrid-based verification method has two or more
verification processes that use different pieces of information. Accordingly, it can
reduce the security errors that may occur in the conventional verification process.
The Fig. 1 shows the HFV that uses the minutiae and binary image proposed in this
paper. Since the fingerprint information is not aligned properly, this requires a process
of aligning two fingerprints. As for the alignment methods that use only the finger
image, there are the method [5] of using ridges and the method [6] of using the
singular points such as core and delta. However, the method of using only the image
has some limitations since this requires a lot of calculations and there may be the
cases that the singular points do not exist. Therefore, the fingerprint correction of
using only the image is less efficient than the method of using minutiae.

Alignment Value
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Fig. 1. Proposed HFV system

The BFV used in this paper has required more processing time than the method of
using minutiae. Accordingly, the BFV should be conducted only to a limited extent.
Also while the performance of MFV was excellent in the place of high minutiae
similarity, the fingerprint verification error has occurred around the threshold low in
the similarity. In this case, this paper refers the area around the threshold as partial
band. Accordingly as for the area excluding the partial band high in the reliability,
this paper intends to propose the HFV that uses the BFV for the fingerprints holding
the minutiae similarity of partial band without performing the BFV.
As for the fingerprint image, this paper has used the binary fingerprint image that
has gone through the fingerprint quality improvement and binarization occurring in
the process of MFV. The binary fingerprint image is small in the data size as
compared to that of gray-scale image. And, the contrast of fingerprint image is more
obvious than that of gray-scale. Also while going through the image quality
improvement and binarization process, it becomes more appropriate for the
fingerprint verification as the small noises such as skin wrinkles and pores are
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removed. For these reasons, in this paper image verification stage is done after the
binarization of images.
2.2

Partial Band of Similarity Distribution

The proposed method in this paper has first performed the MFV. And then, this paper
determines whether or not to perform the BFV. If the minutiae similarity is held in the
partial band necessary to have the BFV, the verification is performed by using the
result of BFV after executing the BFV. However when the result of MFV holds the
minutiae similarity of the area excluding the reliable partial band, the matching is
performed only with the MFV. As for the correction phase of BFV, this paper has
used the correction result of MFV. The partial band, which determines execution of
the BFV, uses the similarity distribution of MFV. The Fig. 2 shows the similarity
distribution of MFV.
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Fig. 2. Similarity distribution of MFV

The errors in the MFV are distributed around the threshold value th as shown in the
Fig. 2. The cases, which errors have occurred in the MFV, were the case that the
similarity of genuine becomes below the threshold value as well as the case that the
similarity of imposter exceeds the threshold value. These errors are respectively
referred to as ‘False Non-Match’ and ‘False Match’. As shown in the Fig. 2, this
paper has used the partial band between the similarity α(where the ‘False Non-Match’
becomes ‘0’) and similarity β(where the ‘False Match’ becomes ‘0’) as the maximum
band. The S i and S g hold the similarity value between th and α and the value between
th and β, which are in the similarity range of partial band. Since the similarity values
of genuine and imposter around the threshold within the partial band are similar from
each other, this is the range that errors occur most frequently. When performing the
BFV excellent in the performance of rejecting false matching within this partial band,
the verification performance could be improved.
Since the BFV has a lot of comparison information, the FMR could be reduced.
However as the False Non-Match Rate(FNMR) is raised, the EER performance could
be reduced as compared to the MFV. However as for the minutiae similarity
distribution, the gain obtained by the reduction of FMR is larger than the loss by the
mismatching error when performing the BFV within the partial band around the
threshold. Accordingly, this paper has improved the security performance of
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fingerprint verification by reducing FMR within the partial band area around the
threshold. Also, the EER performance was improved by the FMR reduction effect.

3

Experimental Results

This paper has performed the experiment by using the Set A of FVC 2002-DB1
fingerprint database[7]. In case of genuine and imposter, the test was performed
respectively for 2,800 times and 4,950 times. As for the similarity partial band of the
minutiae to execute the binary image fingerprint verification, this paper has used the
similarity distribution. The minutiae similarity partial band that holds the P
distribution is selected by using the Eq. (1).
P=

I (th,S g ) + G (th, S g )
I (th,S i) + G (th, Si )
× 100 =
× 100
I (th, α ) + G (th, α )
I (th, β ) + G (th, β )

(1)

I(i,j) : Number of imposter between the similarity i and j
G(i,j) : Number of imposter between the similarity i and j

In other words, the fingerprint verification performance was tested on the basis of
threshold value after finding the similarity below the threshold and above the
threshold that hold as many fingerprints for the P ratio. The Fig. 2 shows the
fingerprint verification performance in accordance with the P ratio. As for the partial
band ratio, this experiment has checked the performance after measuring the matching
result within the partial band for the P value of 0% up to 100%.
From the Fig. 3, the case with the partial band ratio P of 0 shows the experimental
result that has used only the MFV without using the BFV. In order to check the
improvement effect of FMR, this experiment has tested the changes in FMR by fixing
FNMR and has measured EER to evaluate the verification performance.

Fig. 3. Fingerprint verification performance by the value of P

According when having fixed FNMR to 3.25%, the FMR performance was
improved more than having used the MFV. Especially when having used only the
partial band ratio of 50%, we could see that the performance was improved from
2.77% to 0.28%. Also, the EER of proposed method was improved to 1.62% from
3.01%. Through these experimental results, we have verified that the proposed
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fingerprint verification method not only improves the FMR but also the verification
performance.

4

Conclusions

The MFV is the fingerprint verification method most widely used due to its excellent
performance and quick processing speed. However, the verification performance is
reduced in the case when the acquired image is small. Likewise in order to solve the
problem of MFV and to improve the FMR in security, this paper has proposed the
HFV that uses both the MFV and BFV methods. In order to combine two verification
methods effectively, we have performed the BFV only within the partial band with
similar minutiae. After using the proposed method by using the band ratio of 50%, we
could see that the FMR of proposed method was improved by 89% from 2.77% to
0.28% as compared to the MFV and the EER performance was improved by 42%
when having fixed FNMR to 3.25%. In the future, we plan to study on the image
comparison method to improve the processing speed of image based fingerprint
verification method.
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